Bandwidth Privacy Notice

Effective Date: December 10, 2025

Who we are

Hi, we’re Bandwidth! We are a cloud-based communications provider for enterprises
and resellers. Our solutions include a broad range of software APIs for voice and text
functionality, as well as our own IP voice network (“Customer Solutions”). A reference
to “Bandwidth,” “we,” “us,” or “our” is a reference to Bandwidth Inc. and its affiliates
(including Voxbone).

This Privacy Notice describes how Bandwidth collects, uses, and discloses personal
data that we may collect about you. A few things to know about when and how it
applies:

e As used in this Privacy Notice, “personal data” means any information that
relates to, describes, or could be used to identify an individual, directly or
indirectly. This does not include de-identified or aggregate data, which does not
relate to an identified or identifiable natural person or cannot be linked to or
identify an individual and is not subject to this Privacy Notice.

e This Privacy Notice applies to personal data we collect through our website and
other online services and mobile applications, which we offer for commercial use
by our customers and their representatives (“Website”), and certain other
commercial interactions where we provide a link to this Privacy Notice.

e This Privacy Notice also describes the processing of certain personal data in our
Customer Solutions. Please note that our customers are businesses, including
resellers of communications services and enterprises who make direct use of our
services for their company. The personal data we collect or process when
providing Customer Solutions to our customers is subject to written agreements
between Bandwidth and those customers. In some cases, we independently
direct the purposes and means of processing of personal data we collect when
providing Customer Solutions because of our role as a communications service



provider; for example, our Customer Solutions may generate metadata we use to
deliver voice calls and maintain and secure our network. This Privacy Notice
describes those independent processing activities.

e Because we serve businesses, rather than consumers, the data we process in
connection with our Customer Solutions typically will not identify you or any
other natural person unless you are a representative of our customer or a
subscriber to their services.

e This Privacy Notice does not cover handling of your personal data as an
employee, intern, consultant, contractor, or applicant of Bandwidth.

Please read on for information about how we handle personal data and explain the
choices you can make about the way your personal information is collected and used.

Personal data that we collect

We may collect the following categories of personal data when you use the Website or
when we provide Customer Solutions:

e Identifiers, such as your full name, address, email, company name, company
website, telephone number, authentication credentials for your customer
account with us, caller ID information, unique personal identifier, online
identifier, Internet Protocol (“IP”) address, proof of address and ID of end users
(where there is a requlatory requirement).

e Payment information for your organization’s account, such as credit/debit card
number, signature, bank wire transfer information, or other financial or payment
information.

e Commercial information, such as records of products or services purchased,
obtained, or considered, or other purchasing or consuming histories or
tendencies.

e |nternet or similar network activity, such as your browsing and search history
and information on your interaction with our Website and advertisements, or
information about the communications delivered via our platform.



e Metadata, information about the communications delivered via our platform such
as source and destination information, IP address, completion status, time and
duration of use.

e Geolocation data, as may be derived from your |IP address when you use our
Website; or, when you use Customer Solutions, source and destination
information about the communications delivered and real-time location
information you provide for emergency service, depending on the services your
organization uses.

e Unique and online identifiers, such as IP address, device identifiers, cookies,
beacons, pixels, and other similar technologies. For further information about
our use of cookies, beacons, pixels, and other similar technologies, please see
the “Cookies and other tracking technologies” Section below.

e Sensory data, such as your interactions with our sales and customer support
teams that may be recorded for quality assurance, training, and analysis
purposes (subject to your consent if required by applicable law). In the context of
Customer Solutions, sensory data we collect may include audio of your speech,
dual-tone multi-frequency tones, or media in your voice calls and text messages.

e Inferences drawn from any of the personal data identified in this section.

e Other personal data that you choose to communicate to us, including through
online chat functionality we make available through the Website, in which case
the information you communicate may be disclosed to or directly collected by
our third-party service providers for the purposes described in this Notice.

How we collect personal data

We use different methods to collect personal data from and about you including
through:

e Direct interactions. You may give us information about you by filling in forms,
engaging in chat on the Website, accessing or utilizing any of the services on our
Website, opening an account with us, requesting support, subscribing to our
newsletters, requesting information or materials (e.g., whitepapers or ebooks),
registering for events or webinars, visiting our booth at a trade show or other



event, participating in surveys or evaluations, submitting questions or
comments, or by corresponding with us by phone, email, video, or otherwise.

e Automated technologies or interactions. As you interact with the Website, we
may use third-parties and their technologies to automatically collect data using
cookies and other tracking technologies. Our third-party providers of these
technologies may also collect or receive your data. See the “Cookies and other
tracking technologies” section below for more detail.

e Third parties or publicly available sources. We may receive information about
you if you visit other websites employing our cookies or from third parties
including, for example, advertising networks, analytics providers, or through
publicly available data, such as social media (e.g., LinkedIn).

e When providing Customer Solutions. We may collect information indirectly
through our Customer Solutions, including information about the
communications delivered via our platform such as source and destination
information, IP address, completion status, time and duration of use.

How we use personal data

We may use the personal data we collect for one or more of the following purposes:

e To fulfill or meet the reason you provided the information, to provide our
products and services, and carry activities in the course of operating our
business and organization.

o Torespond to yourinquiry about our products and services and provide
customer support, including to investigate and address your concerns
and monitor and improve our responses.

o To enable our customers and end users to send and receive
communications via our platform and to bill for those services.

o Toinform you of additional features, expanded coverage or other products
or services offered by us.

o To allow you to interact with our systems, including our websites.

o To create, maintain, customize and secure your account with us.

o To process your requests, purchases, transactions and payments.



o

o

o

To bill, collect, and remit taxes, fees and surcharges to the appropriate
jurisdictions.

To personalize your website experience and to deliver content and
service information relevant to your interests, including targeted offers,
marketing communications and ads through our websites, third-party
sites and via email.

To maintain the safety, security and integrity of our website, services,
databases and other technology assets and business.

To detect, prevent, and mitigate fraud and spam (as applicable per
specific product offering), unlawful or abusive activity, or violations of our
Acceptable Use and other corporate policies relevant to our Customer
Solutions. Specifically, with respect to MMS and SMS messaging, we
utilize industry-standard content-analysis software for electronic,
algorithmic inspection of the originating telephone number and/or
content of MMS and SMS messages for purposes of spam blocking.

For network monitoring and security, optimization, and quality control,
including testing and analysis, to gauge routing effectiveness and
deliverability, and troubleshooting.

For research and product development, including developing and
improving our Websites and Customer Solutions.

If you have elected to have your and/or your organization’s name,
address, and telephone number published in directories, we may share
such information with directory publishers (who publish white pages,
yellow pages, and other similar directories) and directory assistance
providers.

To create deidentified, aggregate, anonymized, or pseudonymized data.
As otherwise described to you when collecting your personal data.

e Law enforcement, security, and safety.

o

o

To respond to law enforcement requests and as required by applicable
law, court order, governmental requlations, or other legal process.
For security purposes to register visitors to our offices.

e Corporate transactions.

o

To evaluate or conduct a merger, divestiture, restructuring,
reorganization, dissolution, or other sale or transfer of some or all of
Bandwidth’s assets, whether at Bandwidth’s discretion or as part of



bankruptcy, liquidation, or similar proceeding, in which personal data held
by Bandwidth about you is among the assets transferred.

The legal basis for collecting and using the personal data described above will depend
on the personal data concerned and the specific context in which we collect it,
including but not limited to: (a) performance of a contract; (b) legitimate interest; (c)
necessary for compliance with a legal obligation; or (d) consent to collect and process
your personal data.

De-identified or aggregate data that we create does not constitute personal data and is
not subject to this Privacy Notice. We may use such de-identified or aggregate data for
any purpose without further notice to you.

We may use artificial intelligence and machine learning capabilities, including those
provided by third-party service providers to facilitate the uses described above,
including for customer support, network monitoring and security, and to detect,
prevent, and mitigate fraud and spam detection..

How we disclose personal data

We may disclose your personal data:

e To companies that perform services on our behalf, including third-party service
providers and other communications providers in order to route communications
through Customer Solutions and over the Bandwidth network.

e To any member of our corporate group, which means our affiliates, subsidiaries,
ultimate holding company, and our ultimate holding company’s subsidiaries.

e To advertising and marketing companies and networks.

e To data analytics service providers.

e To other third parties, including to:

o Assess or execute a potential or actual merger, divestiture, restructuring,
reorganization, dissolution, or other sale or transfer of some or all of



Bandwidth’s assets, whether at Bandwidth’s discretion or as part of
bankruptcy, liquidation, or similar proceeding;

o Respond to emergencies or exigencies;

o Comply with court orders, law, and other legal process, including
responding to any government, public, or requlatory authority request,
including to meet national security or law enforcement requirements;

o Assist with identity verification, preventing fraud, and identity theft;

o Provide directory assistance services, with your consent;

o Fulfill the purpose for which you provide it;

o Fulfill any other purpose that we disclose in writing when you provide the
personal data;

o Make disclosures with your consent;

o To enforce our customer Services Agreement, Acceptable Use Policy, and
other agreements and corporate policies;

o To protect the rights, property, or safety of our business, our employees,
our customers, or others; or

o For purposes consistent with those described in the “How we use your
personal data” section above.

International data transfers and
the EU-US Data Privacy
Framework

Bandwidth is a global organization, with legal entities, business practices, and technical
systems that operate across borders. Your personal data may be collected, transferred
to, and stored by us in the United States and by our subsidiaries and/or third-party
service providers that are in other countries. Therefore, your personal data may be
transferred and processed outside your jurisdiction and in countries that may not
provide for the same level of data protection as your jurisdiction, such as the European
Economic Area (“EEA”).



Where applicable law requires us to use a data transfer mechanism, we rely on
adequacy decisions as adopted by the European Commission; standard contractual
clauses issued by the European Commission; or pursuant to established derogations for
specific situations.

Bandwidth participates in and complies with the EU-US Data Privacy Framework (the
“DPF”) and the UK Extension to the DPF as set forth by the U.S. Department of
Commerce. Bandwidth has certified to the U.S. Department of Commerce that it
adheres to the EU-US Data Privacy Framework Principles (the “Principles”) with regard
to the processing of personal data received from the European Union in reliance on the
DPF and from the United Kingdom (and Gibraltar if applicable) in reliance on the UK
Extension to the DPF. If there is any conflict between the terms in this Privacy Notice
and the Principles, the Principles will govern. To learn more about the DPF program,

and to view our certification, please visit https://www.dataprivacyframework.gov/.

In compliance with the DPF and the UK Extension to the DPF, Bandwidth commits to:

e Subject to the Principles all personal data received from the EEA in reliance on
the DPF and from the United Kingdom (and Gibraltar if applicable) in reliance on
the UK Extension to the DPF;

e Resolve DPF Principles-related complaints about our collection and use of your
personal information. EU and United Kingdom individuals with inquiries or
complaints regarding our handling of personal data received in reliance on the
DPF or from the United Kingdom (and Gibraltar if applicable) in reliance on the
UK Extension to the DPF should first contact our Privacy Team at
privacy@bandwidth.com. For more detailed gquidance please also review the
information below under “Data subject rights,” “Exercising your rights,” and
“How to contact us.”;

e Cooperate and comply respectively with the advice of the panel established by
the EU data protection authorities (DPAs) and the United Kingdom Information
Commissioner’s Office (ICO) and the Gibraltar Regional Authority (GRA) (if
applicable) with regard to unresolved complaints concerning our handling of
personal data received in reliance on the DPF or the UK Extension to the DPF.
Individuals have the possibility, under certain conditions, to invoke binding
arbitration for complaints regarding DPF compliance that are not resolved by
any of the other DPF mechanisms. For additional information about the


https://www.dataprivacyframework.gov/

arbitration process please see Annex | of the Principles:
https://www.dataprivacyframework.qgov/s/article/ANNEX-1-introduction-dpf?tab

set-35584=2.

In certain circumstances, Bandwidth may transfer personal data received from the
European Economic Area or from the United Kingdom (and Gibraltar if applicable) in
reliance on the DPF to third parties, such as its service providers. Bandwidth maintains
contracts with these parties that restrict their access, use, and disclosure of personal
data and that require them to provide at least the same level of protection as required
by the DPF Principles. Bandwidth is responsible for these parties’ compliance with
these obligations, and may be liable under the Principles if they process such personal
data in a manner inconsistent with the Principles, unless Bandwidth proves that it is not
responsible for the event giving rise to any damages.

Bandwidth Inc. is subject to the investigatory and enforcement powers of the U.S.
Federal Trade Commission (FTC). In certain situations, we may be required to disclose
personal data in response to lawful requests by public authorities, including to meet
national security or law enforcement requirements.

For more information regarding international data transfers among Bandwidth affiliates,
please visit www.bandwidth.com/legal -pr ion-and-priv

Cookies and other tracking
technologies

Our websites use cookies (small files placed on your device) and similar technologies
(e.g., web beacons, pixels, tags, JavaScript, alone or in conjunction with cookies) to
distinguish you from other visitors and compile information about the usage of our
websites. These cookies and similar technologies may be provided by us or an
authorized third party. This helps us deliver a better and more personalized service
when you browse our websites and allows us to improve our websites. We may also use
these technologies to collect information about your online activities over time and
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across third-party websites or other online services (known as behavioral tracking). We
use both session-based and persistent cookies on our websites. Session-based cookies
exist only during one session and disappear from your computer when you close your
browser or turn off your computer. Persistent cookies remain on your computer or
device after you close your browser or turn off your computer.

We also use web beacons on our websites and in email communications. For example,
we may place web beacons in marketing emails that notify us when you click on a link
in the email that directs you to one of our websites. To unsubscribe from our marketing
emails, click the link at the bottom of the email marked “Unsubscribe” or manage your
Bandwidth email subscription at https://go.bandwidth.com/UnsubscribePage.html .
Please note that you cannot opt out of receiving transactional emails related to our
products and services.

We may disclose information to third parties or allow third parties to directly collect
information using these technologies on our websites, such as social media companies,
advertising networks, companies that provide analytics including ad tracking and
reporting, security providers, and others that help us operate our business and
websites.

The following describes how we use different categories of cookies and your options:

e Strictly Necessary Cookies. Strictly necessary cookies are necessary for our
websites to function and cannot be switched off in our systems. Some examples
include: session cookies needed to transmit the website, authentication cookies,
and security cookies. If you have chosen to identify yourself to us, we may place
a cookie on your device that allows us to uniquely identify you when you are
logged into our websites and to process your online transactions and requests.
When you visit our websites for the first time, a cookie consent banner may
prompt you to customize your cookie preferences in our Cookie Preference
Center. If you are in the EEA (based on IP address), our websites will only serve
you strictly necessary cookies unless you consent to additional categories in our
Cookie Preference Center.

e Functional Cookies. Functional cookies enhance function, performance, and
services on our websites. They also allow us to analyze your use of our websites


https://go.bandwidth.com/UnsubscribePage.html

to evaluate and improve your customer experience on this site. For example,
some of our websites use Google Analytics, a service provided by Google Inc.,
which uses cookies to find out how visitors use our website. To learn how Google
Analytics collects and processes data, please visit: “How Google uses data when
you use our partners’ sites or apps” located at
www.google.com/policies/privacy/partners. If you do not allow functional
cookies then some or all services may not function properly.

e Targeting Cookies. Targeting cookies may be set through our websites by our
advertising partners. They may be used by those companies to build a profile of
your interests and show you relevant advertisements on other sites. They do not
store directly personal data, but are based on uniquely identifying your browser
and internet device. For example, we may use targeting cookies for remarketing
or interest-based advertising.

e Performance Cookies. These cookies allow us to count visits and traffic sources
so we can measure and improve the performance of our websites. They help us
to know which pages are the most and least popular.

Cookie preferences

When you visit our websites for the first time, a cookie consent banner may prompt you
to customize your cookie preferences. You may customize your cookie settings and
preferences for our websites anytime by visiting our Cookie Preference Center. You can
also control the use of cookies by changing the settings in your browser. To change
your web browser settings for cookies, you can follow the instructions in the help
section of your web browser or visit www.allaboutcookies.org. You can also opt out of
Google Analytics by downloading, installing, and enabling the Google Analytics’
Opt-out Browser Add-on, which can be found at

https://tools.google.com/dIpage/gaoptout/. Please note that choosing to disable

cookies may limit your use of certain features or functions on our websites.

Advertising preferences


http://www.google.com/policies/privacy/partners
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Industry third parties also provide additional tools for opting out of targeted
advertising. You can access a mechanism for exercising your ad setting choices by
going to https://www.aboutads.info/choices and https://www.youronlinechoices.eu/.
Please note these opt-out tools are provided by third parties and are not controlled by
us.

Do not track

Do not track is a privacy preference that you can set in your web browser. When you
turn on the do not track signal (“DNT”), the browser sends a message to websites
requesting them not to track you. For information about do not track, visit
http://www.allaboutdnt.org. If you enable DNT in your browser, our cookie preferences
tool is configured to automatically disable optional cookies in response to the signal
from that browser or device.

Global Privacy Control

Global privacy control is a browser-based technical specification that you can use to
signal your privacy preference for behavioral advertising. Certain browsers and
extensions will allow you to enable GPC or enable GPC by default; you can learn more at
globalprivacycontrol.org. If you enable GPC, our cookie preferences tool is configured
to automatically turn off all targeting cookies on our websites in response to the signal
from that browser or device.

Additional Information for
California Residents
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The California Consumer Privacy Act (“CCPA”) requlates the disclosure of personal
information of California residents in exchange for monetary or other valuable
consideration (which the CCPA defines as a “sale”), as well as the “sharing” of personal
information of California residents for targeted or cross-context behavioral advertising.
Under the CCPA, our disclosure of California residents’ personal information to third
parties for analytics or our targeted or cross-context behavioral advertising purposes,
may be deemed a “sale” or “sharing” of your personal information.

In that context, in the preceding 12 months we may have sold or shared the following
categories of California residents’ personal information:

e Unique and online identifiers, such as IP address, device identifiers, cookies,
beacons, pixels, and other similar technologies;

e Internet or similar network activity information, such as your browsing and
search history and information on your interaction with our Website and
advertisements; and

e Geolocation data, as may be derived from your IP address when you use the
Website.

These categories of California residents’ personal information may have been sold to or
shared with advertising and marketing companies and networks and data analytics
providers in order to advertise to you, including on other sites, and perform analytics
on the use of the Website. The recipients of these categories of California residents’
personal information may draw inferences from that personal information.

We do not have actual knowledge that we sell the personal information of consumers
under the age of 16 or share the personal information of consumers under the age of 16
for targeted or cross-context behavioral advertising.

Additionally, some of the personal data we process may be defined as sensitive under
the CCPA. We do not use personal data defined as sensitive personal information under
the CCPA for purposes other than those specified in Cal. Code Regs. tit. 11, Section 7027,
subsection (m).

Data subject rights



You have certain rights regarding our processing of your personal data under
applicable data protection laws. This section describes these rights and how you can
exercise them. Please note these laws may provide limitations or exceptions that apply
to these rights. We have described these rights generally, without noting all applicable
jurisdictions, limitations, or exceptions. When you make a request to exercise any of
these rights, we may provide more detailed information regarding any exceptions or
limitations that apply.

e Right to know. You have the right to ask us to confirm whether or not we
process your personal data, the categories of personal data we have collected
and the sources from which we collect it, our purposes for collecting your
personal data, the cateqgories of third parties to whom we disclose your personal
data, and the specific pieces of personal data we have collected about you.

e Right to access. You have the right to request a copy of your personal data and
supplementary information.

o Right to correction/rectification. You have the right to request that we correct
any information you believe is inaccurate. You also have the right to request that
we complete information you believe is incomplete.

e Right to erasure/deletion. You have the right to request that we erase or delete
your personal data, under certain circumstances and subject to certain
exceptions.

e Right to restriction of processing. You have the right to restrict the processing
of your personal data, under certain circumstances, including, depending on
applicable law and the jurisdiction in which you reside or are located, opting out
of disclosures of personal information to an unaffiliated third party who does not
serve as our agent or service provider, if any, or (b) use of personal information
for a purpose other than the purpose for which it was originally collected or
subsequently authorized if any such use occurs.

e Right to data portability. You have the right to receive personal data you have
provided to us in a structured, commonly used and machine-readable format
that allows you to transmit the data to another controller without hindrance. You
also have the right to request that we transmit this data directly to another
controller.

e Right to withdrawal of consent. In the event our processing of your personal
data is based on your consent, you may withdraw your consent at any time. The



withdrawal of consent will not affect the lawfulness of processing based on
consent before its withdrawal.

Right to object to processing. You have the right to object to the processing of
your personal data at any time, under certain circumstances.

Right to opt out of our processing, “sale,” or sharing of personal data for
targeted or cross-context behavioral advertising. You have the right to opt out
of our processing, “sale” (as that term is broadly defined in the California
Consumer Privacy Act), or sharing of your personal data for targeted or
cross-context behavioral advertising, which means displaying advertising to you
based on personal data obtained or inferred from your activities over time across
different websites, applications, and other online services we do not operate. As
detailed in the Cookies section above, you may exercise this right by visiting our
Cookie Preference Center to disable targeting cookies. You may also opt out of
the processing or sharing of your personal data for targeted or cross-context
behavioral advertising in a frictionless manner through the use of an opt-out
preference signal such as Global Privacy Control. Please see the Cookies section
above for additional details on how to implement these settings and other
advertising preferences. Please note that even if you opt out of allowing us to
use or disclose your personal data for targeted or cross-context behavioral
advertising, you may still see our ads on other websites, applications, and online
services, and we may still base aspects of our advertising on your interactions
with us and our websites.

Non-Retaliation. You have a right not to receive discriminatory treatment for
exercising the rights described above.

Exercising your rights

Except as otherwise noted above, to exercise any of the above rights or if you have any
questions about this Privacy Notice, please submit them through our DATA SUBJECT
RIGHT REQUEST FORM. US residents may also call us toll-free at 866-824-2792.

e Making a Request; requests by others on your behalf. Only you, or someone

legally authorized to act on your behalf (this includes an authorized agent), may
make a verifiable consumer request related to your personal data using the
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methods described above. The response we provide will also explain the reason
we cannot comply with a request, if applicable.

Fees. You will not have to pay a fee to access your personal data or to exercise
any of the other rights. However, we may charge a reasonable fee if your request
is clearly unfounded, repetitive or excessive. Alternatively, we could refuse to
comply with your request in these circumstances.

Information we may need from you. We may need to request specific
information from you to help us confirm your identity and ensure your right to
access your personal data or to exercise any of your other rights, such as your
first and last name, email address, mailing address, telephone number, or other
information necessary to verify your identity or that your representative is
authorized to act on your behalf. This is a security measure to ensure that
personal data is not disclosed to any person who has no right to receive it. We
may also contact you to ask you for further information in relation to your
request to assist with our response. Any personal data provided to us for
verification and fraud-prevention purposes will only be used for that purpose and
such information will be deleted as soon as practical after processing your
consumer request.

Timing. We try to respond to all legitimate requests within one month of receipt
of the request. Occasionally, it could take us longer than a month if your request
is particularly complex or you have made a number of requests. In this case, we
will notify you and keep you updated.

Appeals. If we refuse to take action on your request, you may appeal that refusal

by contacting us through our DATA SUBJECT RIGHT REQUEST FORM or calling
us toll-free at 866-824-2792.

You may also make a complaint about our processing of your personal data to a
relevant data protection supervisory authority. We would, however, appreciate the
opportunity to address your concerns before you do so.

To report suspected fraud or spam that you believe involves a Bandwidth phone
number, please use the Report a Phone Number link at www.bandwidth.com/legal to
submit your concern to our Operations teams for research and follow-up as
appropriate.
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Please note that, because of our role as a communications service provider to our
business customers, we may not be able to identify you in the personal data we process
when providing Customer Solutions. Additionally, we may not independently direct the
purposes and means of all personal data when providing Customer Solutions to our
customers subject to our written agreements with those customers. In those cases, you
will need to make a request to our customer with whom you have a relationship, rather
than Bandwidth.

How long we retain your
personal data

We will only retain your personal data for as long as reasonably necessary to fulfill the
purposes we collected it for, including the purposes of satisfying any leqal, requlatory,
tax, accounting or reporting requirements. We may retain your personal data for a
longer period in the event of a complaint or if we reasonably believe there is a prospect
of litigation in respect to our relationship with you.

To determine the appropriate retention period for personal data, we consider the
amount, nature and sensitivity of the personal data, the potential risk of harm from
unauthorized use or disclosure of your personal data, the purposes for which we
process your personal data and whether we can achieve those purposes through other
means and the applicable legal, requlatory, tax, accounting or other requirements.
After expiration of the applicable retention periods, your personal data will be deleted
or anonymized. If there is any personal data that we are unable, for technical reasons,
to delete entirely from our systems, we will put in place appropriate measures to
prevent any further use of such personal data. We may de-identify or aggregate your
personal data (so that it can no longer be associated with you), in which case we may
use this information indefinitely without further notice to you.



How we protect your personal
data

Bandwidth takes precautions including administrative, technical, and physical measures
to help safequard against the accidental or unlawful destruction, loss, alteration and
unauthorized disclosure of, or access to, the personal data we process or use. Please
note, though, that no provider can guarantee security, especially when providing
services that rely on the public internet or during transmission through the
interconnected landscape of telecommunications. You are solely responsible for
protecting your account password(s), limiting access to your devices, and signing out of
websites after your sessions. You are responsible for any activity conducted using your
credentials or passwords. If you believe your password to any of our websites or
systems have been compromised, please notify us immediately at
security@bandwidth.com.

Children

Our websites, products, and services are not directed to children (under the age of 13 in
the United States or under the age of 16 in the EEA) and we do not knowingly collect
online personal data directly from children. If you are a parent or guardian of a minor
child and believe that the child has disclosed online personal data to us, please contact
us.

Changes to this Privacy Notice

We may update this Privacy Notice from time to time. When we do so, we will post the
updated Privacy Notice on our website and update the Privacy Notice’s Effective Date.



How to contact us

If you have questions about this Privacy Notice, please contact the Bandwidth Privacy
Team at privacy@bandwidth.com.

To contact us in writing, please use:

Bandwidth Inc.

Attn: Legal - Privacy
2230 Bandmate Way
Raleigh, NC 27607 USA

To report suspected fraud or spam that you believe involves a Bandwidth phone
number, please use the Report a Phone Number link at www.bandwidth.com/legal to
submit your concern to our Operations teams for research and follow-up as
appropriate.

Previous Privacy Notices

Download 11/2/2023 PDF
Downl 12/20/2022 PDFE
Download 02/15/2021 PDF
Download 08/24/2020 PDF
e Download12/18/2019 PDF



https://www.bandwidth.com/legal/report-a-phone-number/
http://www.bandwidth.com/legal
https://bw-mkt-wp-website.s3.us-east-2.amazonaws.com/wp-content/uploads/20241119145142/Bandwidth-Privacy-Notice-11.2.2023.pdf
https://bw-mkt-wp-website.s3.us-east-2.amazonaws.com/wp-content/uploads/20231003175204/privacy-notice-12.20.2022.pdf
https://bw-mkt-wp-website.s3.us-east-2.amazonaws.com/wp-content/uploads/20231030093739/privacy-notice-02-15-2021.pdf
https://bw-mkt-wp-website.s3.us-east-2.amazonaws.com/wp-content/uploads/20231030093737/privacy-notice-2020-08-24.pdf
https://bw-mkt-wp-website.s3.us-east-2.amazonaws.com/wp-content/uploads/20231030093735/privacy-notice-2019-12-18.pdf
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